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******************Start of Changes*********************
[bookmark: _Toc137559410][bookmark: _GoBack]W.4.x	Security protection for broadcast MBS Sessions during network sharing
In the case of network sharing, support for efficient radio resource utilization for multiple broadcast MBS Sessions via multiple CNs to deliver the same broadcast content is specified in clause 6.18 in TS 23.247 [103]. For this case, the same MBS broadcast service may be delivered via multiple operators' CN participating in the network sharing to a shared NG-RAN, and the shared NG-RAN nodes may broadcast the MBS data only once for resource efficiency. 
NOTE a:	If the broadcast content is protected at the application layer, then based on network policy the security protection at the service layer may not be required.
When the AF creates multiple broadcast MBS sessions via multiple CNs to deliver the same content and the MBS traffic protection is applied at the service layer, then the AF may perform the MSK, MSK ID, MTK and MTK ID generation as specified in TS 33.246 [102] and provide them to the MBSSFs participating in the network sharing for the broadcast MBS session.
NOTE b:	It is up to the AF implementation to select a MCC and MNC among the PLMNs for the Key Domain ID. As mentioned in clause 6.3.2.1 of TS 33.246 [102], the UE should not try to use the MCC and MNC in another context, e.g. the UE should not compare the received MCC || MNC to parameters in radio level.
· If the MBSSF receives the keys and its IDs from the AF and if the network policy allows the use of the AF provided keys, then the MBSSF uses the provided MSK and MTK, instead of deriving MSK and MTK for the specified MBS session ID. The MBSSF delivers the MSK, MSK ID, MTK and MTK ID received from the AF to the UE, as specified in clause W.4.1.3 of this specification.
NOTE c:	For all deployment scenarios (where all NG-RAN nodes are shared by PLMNs and the scenario where only part of the NG-RAN nodes are shared by the PLMNs), the MBSSF uses the received the MSK, MSK ID, MTK and MTK ID.
If the MTK to be updated, then the MBSF or MB-SMF of a PLMN triggers the MTK update procedure by requesting the AF to provide a fresh MTK. The key update request message includes the MBS session ID. Upon receiving the request, the AF generates a fresh MTK, the AF provides the fresh MTK to all the MBSSFs participating in the network sharing for the MBS session. Then the refreshed MTK is delivered to the UE as specified in clause W.4.1.3 of this specification. 
If MSK needs to be updated, then the AF provides the newly generated MSK along with the MTK and the associated MSK ID and MTK ID to the MBSSFs. Then the refreshed MSK and MTK is delivered to the UE as specified in clause W.4.1.3 of this specification.
· If the keys and its IDs are not received by the MBSSF from the AF or if the operator policy does not allow the use of the AF provided keys, then the MBSSF uses MSK and MTK generated by itself. When creating broadcast MBS sessions, NEF/MBSF may receive the Associated Session ID from AF as specified in clause 7.1.1.2 in TS 23.247 [103]. If security protection using MBS keys is applied for the traffic, the MBSF removes the Associated Session Identifier received from the AF, so that the RAN does not reuse the network resources. 
NOTE d: 	If pre-configured association of MBS Session ID is used, then the security activation status can also be preconfigured. If security protection is applied, RAN will not reuse the network resource if already existed for the same service.

*******************End of Changes*********************

